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(57) Abstract 

Techniques employed in packet networks for transferring a 
packet across subnetworks with different namespaces. When a packet 
enters a given subnetwork and has a destination in a subnetwork with 
a different namespace, the given subnetwork encapsulates the packet 
by adding a header which specifies a dccapsulator in the namespace. 
When the packet arrives at the decapsulator, the decapsulator strips 
the header and provides the packet to a subnetwork with a different 
namespace. A particular use of the technique is in a network used for 
broad-band interactive service. The network has two subnetworks. 
The first subnetwork is a TV channel which functions as a high- 
bandwidth forward channel and the second subnetwork is a packet 
network accessible via a public modem pool which functions as 
j a lower-bandwidth return channel. 'Hie encapsulator establishes a 
j connection with the public modem pooJ and receives an address 
j in the second subnetwork which is temporarily associated with the 
! connection. When the encapsulator receives a packet which is 
produced in response to a packet received from the TV channel 
and has a destination address in the subnetwork of the TV channel, 
the encapsulator places a header on it which contains the temporary 
address and the address of the decapsulator. When the packet arrives 
at the decapsulator, the decapsulator removes the header and provides 
the packet to the second subnetwork. 
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Transferring Messages in Networks 
made up of Subnetworks with 
Different Namespaces 



Background of the Invention 
Field of the Invention 

The invention concerns transferring messages via networks generally and 
more particularly concerns transferring messages via networks in which there 
are subnetworks with different namespaces. An important area of application 
of the invention is high-bandwidth interactive services which use independent 
forward and return channels having different bandwidths. 

Description of the Prior Art 

An important problem in telecommunications is providing high-bandwidth 
interactive services to sites which do not have high-bandwidth two-way con- 
nections. An example of such a site is the average residential dwelling. A 
residential dwelling typically has two connections by which it may exchange 
" data with the rest of the world. One of these is a connection to a cable TV 
(CATV) network. The other is a standard twisted pair telephone line. The 
CATV connection has high bandwidth, but may be used only to receive data, 
not send it. In the terminology used in this patent application, the CATV 
connection provides only a forward channel. The telephone line may be used 
to both send and receive data, and thus provides both a return channel and 
a forward channel, but both channels have low bandwidth. 

Those who have studied the problem of providing high-bandwidth inter- 
active services have noted that in many cases, the bandwidth required for the 
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interaction is asymmetrical. One example is surfing the World Wide Web. 
The surfer sends the address of a Web page; the page is downloaded to the 
surfer's computer; then the surfer responds with the address of another web 
page, and so forth. Another example is telecommuting. There are many jobs 
in which the worker examines a document and does something with it such as 
modifying it t making a comment, or sending it to someone else and then gets 
the next document. In most cases, the amount of information output by the 
worker when he/she works on the document is much smaller than the amount 
of information contained in the document itself. Thus, what both the Web 
surfer and the telecommuter need is a high bandwidth forward channel upon 
which he/she can receive the web pages or documents to be examined and a 
low-bandwidth return channel for the information that he/she is outputting. 

A system for providing interactive services that have a high-bandwidth 
forward channel and a low- bandwidth return channel to residential dwellings 
is described in Moura, et al, U.S. Patent 5,347,304, Remote Link Adapter 
for use in TV Broadcast Data Transmission System, issued Sept. 13, 1994. 
That entire patent is hereby incorporated by reference into the present patent 
application. FIGs. L and 2 of the present patent application are copies of the 
corresponding FIGS, of the Moura patent. As shown in FIG. 1, the system of 
Moura uses a CATV or broadcast TV channel as the high-bandwidth forward 
channel and has an independent low-bandwidth return channel. The return 
channel may be a circuit in the public switched telephone network or any 
other channel which is independent of the forward channel. Information 
provider site 10 and each of the remote sites has an address in the network 
formed by the forward channel, the return channel, the information provider 
site, and the remote sites. 

The data in the forward channel comes from host computers in infor- 
mation provider site 10; the data communications equipment makes packets 
containing the data- Each packet includes a message which contains the data 
and a header. The header contains at least the address of the source of the 
message and the address of the destination of the message. In this case, the 
source address is the address of information provider site 10 and the destina- 
tion address is the address of one of the remote sites. The packet goes from 
data communications equipment to hybrid transmission facility 10, which 
employs a radio frequency modem to convert the digital packet into a form 
proper for its transmission over the TV channel and provides it to head end 
or broadcast site 14. At each remote site, a remote link adapter (RLA) which 
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includes another radio frequency modern watches the TV channel for packets 
addressed to its remote site. When it detects such a packet, it converts the 
packet into a form proper for its transmission over the network connecting 
data terminal equipment (DTE) such as a personal computer and the RLA 

5 and provides the packet to the DTE. As can be seen from the foregoing, . 

the forward channel is in fact a packet network, and will be termed in the 
following a forward packet network 

When the user of the DTE responds to the data that has been sent 
him/her via the forward packet network, the response goes to the RLA, 

10 which sends it via the telephone line in the user's dwelling and the public 

switched telephone network to data communications equipment at informa- 
tion provider 10, which in turn provides the response to the host computers 
at information provider site 10. 

The Moura patent provides substantially no disclosure about the return 

15 channel. One particularly useful form of return channel is a packet network. 

Such a return channel is termed in the following a return packet network. 
When the return channel is a return packet network, the packets that contain 
the response must include a header with the address of the remote site as a 
source address and the address of the data provider as a destination address. 

20 This is ail straightforward enough, but it necessarily assumes that the forward 

packet network and the return packet network have the same set of addresses. 
If they do not, the addresses necessary to communicate with sources and 
destinations in the forward packet network must be added to the return 
packet network. 

25 Adding addresses may be difficult for several reasons: 

• if there is a large number of provider sites and remote sites, a substantial 
increase in the size of the return packet network's address data bases 
will be required; 

• considerable time must be spent updating the return packet network's 
30 address data bases with the new names; and 

• the return packet network's address data bases must track changes in 
remote sites and data provider sites in the forward packet network. 

These problems are particularly difficult if the return packet network is not 
under control of the entity that controls the forward packet network. Pre- 
35 cisely that is the case when a public packet network such as those made 
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available by internet access providers is used as the return packet network. 
Using such a public packet network as the return packet network in the 
system of Mourra is however particularly advantageous, first, because the 
necessary infrastructure already exists, and second because the competition 
of the public packet networks for traffic reduces the cost of the return channel 
to the user. 

The need to add addresses to the return packet network is a specific 
example of a general problem with packet networks: each packet network 
has a namespace, that is, a set of addresses that it recognizes as sources 
of or destinations for packets. If a packet network receives a packet whose 
source or destination address is not part of the namespace of the network, 
the message is not forwarded. Because that is the case, a packet network 
cannot include subnetworks (such as the forward packet network and return 
packet network in the implementation of Moura described above) that have 
different namespaces. When a packet which originated in a first subnetwork 
with a first namespace enters a second subnetwork with a second namespace, 
the second subnetwork will reject the packet. Consequently, a packet with 
source and destination names from a subnetwork having a first namespace 
cannot be sent via a subnetwork having a second namespace. As described 
above, the only way of presently solving this problem is to add the source 
and destination addresses to the second namespace. 

It is an object of the invention disclosed herein to provide techniques for 
sending a packet via a path that crosses packet subnetworks with different 
namespaces. 

Summary of the Invention 

The object of the invention may be attained by the following method: 

• when the packet enters a given one of the subnetworks and a current 
header of the packet does not specify a destination in the given one of 
the subnetworks,- adding a new header to the packet and treating the 
new header as the current header, the new header specifying an exit 
destination where packets transferred via the path enter another one 
of the subnetworks; 
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• sending the packet to the destination specified in the current header; 
and 

• if the packet arrives at the exit destination, removing the current header 
and providing the packet to the other subnetwork. 

5 The portion of the method which adds the new header is termed encapsula- 

tion, and may be performed in apparatus called an encapsulator. The portion 
of the method which removes the current header is termed decapsulation and 
may be performed in apparatus called a decapsulator. 

One application of the technique is in packet networks having a first sub- 

10 network as a forward channel and a second subnetwork as a return channel. 

The encapsulator receives packets with addresses in the first subnetwork, 
appends the new header with the address of the decapsulator in the second 
subnetwork, and provides the packet to the second subnetwork. The second 
subnetwork sends the packet to the decapsulator, which removes the new 

15 header and provides the packet to the first subnetwork. 

In a particular application of the technique, the forward channels a 
TV channel and the return channel is a packet network to which access 
may .be had by means of a public modem pool. When a user is accessing 
the packet network by means of a modem in the public modem pool, a 

20 temporary address in the packet network is associated with the modem. 

In this application, the encapsulator has a connection to a modem in the 
public modem pool, and has received the temporary address associated with 
the modem. The header added by the encapsulator includes the temporary 
address and the address of the decapsulator. The encapsulator may receive 

25 the address of the decapsulator via either the first packet network or the 

second packet network. 

Other objects and advantages of the apparatus and methods disclosed 
herein will be apparent to those of ordinary skill in the art upon perusal of 
the following Drawing and Detailed Description, wherein: 



30 



Brief Description of the Drawing 

FIG. 1 shows the prior- art system of Moura. It is a copy of FIG. 1 of the 
Moura patent; 

FIG. 2 is a detail of Moura's Remote Link Adapter. It is a copy of FIG. 2 



WO 98/06204 



PCT/US97/13943 



6 



of the Moura patent; 

FIG. 3 is a conceptual view of the invention; 

FIG. 4 shows how the invention would be implemented in the system of 
Moura; 

FIG. 5 shows outer header 317 in a preferred embodiment; 
FIG. 6 is a diagram of subnetworks with nested namespaces; 
FIG. 7 is a diagram of subnetworks with namespaces that are not nested; 
FIG. 8 is a diagram of entry points encorporating the principles of the in- 
vention; 

FIG. 9 is a detail of the Remote Link Adapter when it is configured to be 
an encapsulator; and 

FIG. 10 is source code in the C language for an implementation of a decap- 
sulator. 

Reference numbers in FIGs. 1 and 2 have two digits; the reference numbers 
in FIGs. 3-9 have three digits: the two least-significant digits are the number 
of an item in a figure; the remaining digits are the number of the figure in 
which the item first appears. Thus, an item with the reference number 301 
first appears in FIG. 3. 

Detailed Description of a Preferred Embodi- 
ment 

The following Detailed Description begins with a description of a technique 
called internet protocol tunneling, which is related to the technique used in the 
present invention to permit a message from a source in a first namespace to 
be transferred via a second namespace to a destination in the first namespace. 
Then a conceptual overview of the invention will be presented, followed by 
a description of an embodiment of the invention which serves as the return 
channel in the system of Moura. 

Internet Protocol Tunneling 

Internet protocol tunneling is a technique which has long been used in the 
Internet to bridge portions of the Internet which have disjoint capabilities 
or policies. For instance, some portions of the Internet are surrounded by 
firewalls, that is, packets passing from outside the portion surrounded by 
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the firewall to inside the portion and vice- versa are checked to determine 
whether they are authorized, and are allowed inside the portion only if they 
are. Tunneling may be used to permit packets that are not authorized to 
enter the portion surrounded by the firewall to to pass through the portion 

5 without interacting with anything inside the portion. 

The actual tunneling protocol used in the to implement the invention 
is described in W. Simpson, IP in IP Tunnelling. Network Working Group 
Request for Comments: 1853, October, 1995. As set forth in the above ref- 
erence, tunneling is done as follows: in the network node that marks the 

10 beginning of the portion of the network that is to be tunneled through, an 

encapsuiator implemented in the node adds an outer header to the packet 
whose source address is that of the encapsuiator and whose destination ad- 
dress is that of a decapsulator in a node that marks the end of the portion 
of the network that is to be tunnelled through. The portion of the network 

15 being tunnelled through reads only the outer header and simply sends the 

packet to the decapsulator. The decapsulator removes the outer header and 
provides the original packet to the next portion of the network. The outer 
header thus encapsulates the original packet as it passes through the tunnel. 
Of course, it may turn out that while a packet is in one tunnel, it must 

20 pass through another tunnel. In that situation, the encapsuiator for the new 

tunnel simply places a new outer header at the head of the packet, and the 
decapsulator for the new tunnel removes the new outer header when the end 
of the new tunnel is reached. There is of course no limit to the number of 
times this technique may be repeated. 

25 Using Tunneling to Route a Packet through a Subnet- 

work with a Different Namespace: FIG. 3 

In the present invention, the technique of tunneling is put to a new use: 
namely to route a packet through subnetworks that have different namespaces 
~ than the one to which the source and destination addresses in the packet's 
30 original header belong. The new use, termed herein namespace tunneiing y is 

shown in FIG. 3. There, a network 301 is shown which has a subnetwork 
303 with namespace A and a subnetwork 325 with namespace B. A packet 
305 with a source whose address belongs to namespace A must travel via 
subnet 325 to a destination whose address belongs to namespace A. Packet 
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305 has message 311 and inner header 306 which contains subnetwork A 
source address (NAS) 307 and subnetwork A destination address (NAD) 
309. Since packet 305 must travel via subnetwork B, a router in subnetwork 
A sends packet 305 to encapsulator 313, which may receive packets from 

5 subnetwork A and provide them to subnetwork B. Encapsulator 313 has in 

its memory its own address in subnetwork B and the address of decapsulator 
315 in subnetwork B, as well as any other information needed to properly 
construct an outer header. Encapsulator 313 receives packet 305 and adds to 
it outer header 317, which includes at least the address in subnetwork B of 

10 encapsulator 313 as the source address and the address in subnetwork B of 

decapsulator 315 as the destination address. Encapsulated packet 323 is now 
sent by subnetwork B to decapsulator 315, which has access to subnetwork 
A. Decapsulator 315 simply removes outer header 317 and delivers packet 
305 to subnetwork A, which in turn delivers the packet to the destination 

15 specified in NAD field 309. 



Namespace Tunneling with more than one Subnetwork 
having a different Address Space: FIGS. 6-8 

Of course, namespace tunneling may be used where the packet is transferred 
through more than one namespace. In describing tunneling in this case, it is 

20 useful to define the concept of a packet's path through the namespaces. For 

purposes of the present discussion, the path of a packet is simply the order in 
which the packet encounters the namespaces. There are two kinds of orders: 
nested order and sequential order. 

FIG. 6 shows a path with nested order. There are three namespaces 

25 C, belonging to subnetwork 603, D, belonging to subnetwork 605, and E, 

belonging to subnetwork 607. Packet 305 starts in namespace C, enterns 
namespace D, then enters namespace E, then enters D again, and finally C 
again. The path is C t D,E,D,C. Before packet 305 enters namespace D, it 
has the form shown at 608; Subnetwork 603 routes it to encapsulator 609, 

30 which makes packet 610 by adding an outer header 317\ Outer header 317' 

includes the address of decapsulator 619. Subnetwork 605 routes the packet 
to subnetwork 607, which makes packet 617 by adding another outer header 
317 n , which contains as its destination address the address of decapsulator 
615. When decapsulator 615 receives packet 613, it removes outer header 
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317" to produce packet 617, which, as specified in outer header 317\ is 
routed by subnetwork 605 to decapsulator 619, which removes outer header 
317 1 to produce packet 621 in subnetwork 603, which of course contains inner 
header 306 of the original packet 608. As will be immediately apparent, the 

5 nesting of address spaces may be to any practical depth. As will also be 

immediately apparent, when a namespace is nested in another namespace,' 
any path out of the subnetwork to which the nested namespace belongs must 
enter the other namespace, and consequently, the nested namespace requires 
only one decapsulator 619. 

IQ In the other, shown in FIG. 7, the path taken by packet 709 again enters 

three namespaces, namespace F belonging to subnetwork 303, namespace 
G belonging to subnetwork 705, and namespace H belonging to subnetwork 
707. The path this time is F,G,H,F. In this path, namespaces G and H are 
nested in F, but neither G nor H is nested in the other. As packet 709 begins 

15 traveling via the path, it is in namespace F and contains only the message 

and the inner header, with source and destination addresses in namespace F. 
Since the path goes by G and H, the packet 709 goes to encapsulator 711, 
which adds header 317' to make packet 713. Header 317' contains the address 
of decapsulator 715, which removes outer header 317' to produce packet 717. 

20 That in turn is routed to encapsulator 719, which adds outer header 317** to 

produce packet 707, with outer header 317" specifying decapsulator 723-as 
a destination. Decapsulator 723 strips header 317" to produce packet 725, 
which is identical with packet 709. *~ 
When there are non- nested namespaces, a given subnetwork must con- 

25 tain a decapsulator for each subnetwork which immediately follows the given 

subnetwork in the path. In that case, a path for a given packet may be 
established prior to transmitting the packet by dynamically setting the en- 
capsulators for the packet's path to provide the addresses for the proper 
decapsulators prior to sending the packet. A path may also be established or 

30 the packet may by include routing information from which the encapsulator 

" can determine which decapsulator the packet should be directed to. 

General Method of Namespace Tunneling 

There is a general method of namespace tunneling which works for paths 
which have nested namespaces, sequential name spaces, or combinations of 
35 the two. In describing the method, it is useful to employ the term curren* 
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header. The current header for a packet is the one used to route the packet 
in the namespace of the subnetwork that the packet is currently traveling 
in. Thus, when packet 721 is traveling in subnetwork 707, outer header 317" 
is the current header; when packet 721 is travelling in subnetwork 703, the 
inner header is the current header. 
The method is the following: 

• When the packet is received in a given one of the subnetworks and a 
current header of the packet does not specify a destination in the given 
one of the subnetworks, add a new header to the packet and treat the 
new header as the current header. The new header specifies an exit 
destination where packets transferred via the path enter another one 
of the subnetworks. 

• Send the packet to the destination specified in the current header. 

• If the packet arrives at the exit destination, remove the current header 
and provide the packet to the other subnetwork. 

In terms of the foregoing discussion, the encapsulator is located at the point 
at which the packet is received in the given subnetwork and the decapsulator 
is located at the exit destination. 

Implementation of the Method 

One way of setting up encapsulators and decapsulators to implement the 
foregoing method of namespace tunneling is shown in FIG. 8, which shows 
two entry points 801 between a subnetwork 303 with a namespace A and 
a subnetwork 325, with a namespace B. In this arrangement, there are two 
entry points, A to B entry point 815, which permits packets arriving from 
.subnetwork 303 to enter subnetwork 325, and B to A entry point 817, which 
does the reverse. Only entry point 815 will be described in detail, since 
entry point 817 works in exactly the same way, but in the reverse direction. 
Of course, a subnetwork with a given namespace must have entry points 
for all of the subnetworks with other namespaces to which the subnetwork 
with the given namespace either directly provides packets or from which the 
subnetwork with the given namespace directly receives packets. 
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The only packets which subnetwork 303 will route to decapsulator S03 is 
those for which the current outer header 317 contains the address in names- 
pace A of decapsulator 803. Decapsulator 803 will always remove current 
outer header 317 and pass the packet minus current outer header 317 to en- 

5 capsulator 805. What encapsulator 805 does depends on whether the header 1 

which follows the header that was stripped specifies source and destination 
addresses in namespace B. If the header does, encapsulator 805 does not add 
a new outer header 317 to the packet, but simply provides the packet to 
subnetwork 325, which transfers it to the destination specified in the header. 

10 If the header specifies addresses in a namespace other than namespace B, say 

namespace X, encapsulator 805 adds new outer header 317 with the address 
in namespace B of the decapsulator for the B to X entry point. 

The first case is shown with packet 807, which has an inner header 306 
that specifies a source and destination in namespace .325, and has an outer 

15 header 317 that specifies decapsulator 803. Decapsulator 803 strips outer 

header 317; encapsulator 805 reads inner header 306 and determines that 
the addresses in inner header 306 are in namespace B, so it simply provides 
packet 809 to subnetwork 325. It should be noted here that encapsulator 805 
would have done the same thing had inner header 306 been an outer header 

20 317 with addresses in namespace B. 

The second case is shown with packet 811, which has an inner header 306* 
that specifies names in a namespace X of another subnetwork. As before, 
decapsulator 803 strips outer header 317; however, when encapsulator 805 
reads inner header 306\ it determines that it does not contain addresses in 

25 namespace B, so it adds a new outer header 317' which contains the address 

in namespace B of decapsulator 803 for the subnetwork with namespace.X. 
Again, encapsulator 805 would have done the same thing had inner header 
306* been an outer header 317 with addresses in namespace X. 

As will be apparent from the foregoing discussion, the path that a given 

30 packet takes through the namespaces is determined by the destination ad- 

dresses that the encapsulators put in the outer headers. If all of the en- 
capsulated are under control of the same entity, that entity can determine 
the destination addresses and can thus define paths; otherwise, consensual 
arrangements for defining paths must be made among the users of the net- 

35 work. 
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Using Namespace Tunneling in Broadband Interactive 
Systems: FIGs. 1,2, 4, and 5 

As set forth in the Description of the Prior Art, the return channel broad- 
band interactive systems such as that of Moura may be implemented using a 
packet network which is accessible by means of a public modem pool Such 
a packet network is termed herein a public packet network. Examples of such 
packet networks are those belonging to on-line service probers. In such 
implementations, the public packet network and the packet network : wn,ch 
implements the forward channel have different namespaces. As 'Seated 
above, the necessary names can be added to the namespace of the public 
packet network, but doing so substantially increases the cost and complex- 
ity of maintaining the namespace of the public packet network. Namespace 
tunneling may be used to solve this problem. 

FIG 4 shows an implementation 401 of the system of Moura .n wh.ch a 
public packet network belonging to an on-line service provider 407 .provides 
the return channel. Implementation 401 forms a network 402 which has two 
subnetworks: subnetwork 404, which is the packet network of the forward 
channel, and subnetwork 406, which is the public packet network of the 
return channel. Subnetwork 404 has namespace A 411 and subnetwork 406 
has namesoace B 413. As set forth above, absent namespace tunneling, source 
and SJSL names from namespace A 411 must be added to namespace 
B 413 if RLA 201 is to be able to send responses to packets received in RLA 
201 from subnetwork 404 to be returned via subnetwork 406 to a destination 

" wtTa^ace tunneling is used in system 401 of Mourra, RLA 201 
functions not only as a node in subnetwork 404, but also as an encapsulator 
"ubnetwcTrk 406. A device which had an ^« J-^JJ 
and access to subnetwork 404 functions as a decapsulator 321. OP erat, °° 
o7tmprementatioa401 is as follows: as before, information provider site 10 
provld^tal packets with source and destination addresses ,n subnetwork 
Su4 to hybrid transmission facility 12, which puts the Packets into a form 
su^h that they can be broadcast on a TV channel from CATV head end 14. 
RLA 201 has *n address in subnetwork 404 and monitors the packets trans- 
mitted on "e TV channel. When one is transmitted with ,s addressed to 
RLA 201 RLA 201 converts it to the proper form for data ternunal equip- 
ment 403 and provides it to data terminal equipment 403. Information ,n 
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the packet, together with information from other packets, is used to create a 
display on data terminal equipment 403 to which the user of data terminal 
equipment 403 may respond. If the user does, data terminal equipment 403 
sends a packet containing the response to RLA 201. The packet has the ad- 
dress of RLA 201 in subnetwork 404 as its source address and the address of 
information provider 10 in subnetwork 404 with which the user is presently 
interacting. In the terms used in the general discussion of namespace tun- 
neling, the packet is a packet 305 which has not been encapsulated. 

RLA 201 has access via public switched telephone network 408 to a public 
modem pool 409 belonging to on-line service provider 407. When the user of 
data terminal equipment 403 is interacting with information provider site 10, 
there is a circuit 405 in telephone network 408 between a modem in modem 
pool 409 and a telephone modem in RLA 201 (see hybrid interface 22 in 
FIG. 2). According to the standard practice of on-line service providers, at 
the time circuit 405 is established, on-line service provider 407 assigns the 
circuit a temporary address in subnetwork 406 and returns the temporary 
address to RLA 201, which stores the temporary address in its memory. 
RLA 201 further has stored in its memory the address in subnetwork 406 
of decapsulator 321. This address may be built into RLA 201, or RLA 201 
may have received the address in a message which it receives from either 
subnetwork 404 or subnetwork 406. For example, if system 401 is being used 
for telecommuting, information provider site 10 will typically belong to the 
user's employer, and that employer may have selected a preferred on-line 
service provider for the return channel. In such a case, the message with the 
address of decapsulator 321 would be sent form information provider site 10 
via subnetwork 404: 

When RLA 201 receives packet 305 from DTE 403, it adds an outer header 
317 to packet 305 to create an encapsulated packet 323. Outer header 317 
contains the temporary address associated with circuit 405 as the source 
address in subnetwork 406 and the address of decapsulator 321 as the desti- 
" nation address. RLA 201 then sends encapsulated packet 323 via telephone 
circuit 405 to on-line service provider 407. On-line service provider 407 ac- 
cepts packet 323 because outer header 317 specifies a source and destination 
in namespace B 413 and forwards packet 323 to decapsulator 321, as speci- 
fied in the destination address in outer header 317. Decapsulator 321 strips 
outer header 317 from encapsulated packet 323, leaving packet 305, which 
it it provides to subnetwork 404. The source address in inner header 307 is 
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that of RLA 201 in subnetwork 404, and the destination address is that of 
information provider site 10 t and so subnetwork 404 forwards the packet to 
information provider site 10. 

As can be seen from the foregoing, when namespace tunneling is used in 
network 402, the only change that need be made in subnetwork 406 is the 
establishment of a decapsulator 321 at an address in subnetwork 406. There 
is no need to add addresses from subnetwork 404 to subnetwork 406 or to 
maintain any consistency between the networks beyond the address of de- 
capsulator 321. Implementation of decapsulator 321 also poses no difficulty. 
The only packets which decapsulator 321 receives are those with an outer 
header 317 that specify the decapsulator in its destination address field, and 
all decapsulator 321 does is strip the outer header 317 from the packet and 
provide it to subnetwork 404. 

Details of the Implementation of Encapsulator 313 in RLA 201: 
FIGs. 2, 5, 9, and 10 

FIG. 2 is from the Moura patent. The figure shows details of RLA 201 in the 
system of Moura. The three components of RLA 201 are user interface 20, 
which provides the connection to DTE 403, hybrid interface 22, which pro- 
vides the connection via modems to the CATV channel and to the switched 
telephone network, and engine 24, which contains a microprocessor which 
controls the operation of RLA 201 and the ROM and RAM needed to store 
programs and data for the microprocessor. When an encapsulator 313 is 
implemented in RLA 201, RLA 201 is modified as shown in FIG. 9. That 
Figure shows parts of the contents of memory 901 of engine 24. Memory 
901 has two components: RAM 915 and ROM 915. In the implementation, 
RAM 902 contains outer header information 903 which the microprocessor 
uses to make outer header 903. Included in outer header information is 
namespace B source address 905 for the outer header and namspace B desti- 
nation address 907 for the outer header. As explained above, address 905 is 
the temporary address given circuit 405 by on-line service provider 407 and 
address 907 is the address of decapsulator 321. ROM 915 contains the code 
necessary to implement the encapsulator. Encapsulator code 911 uses outer 
header information 903 to make encapsulated packets 323 from packets 305; 
downloading code 913 contains the code which downloads outer header infor- 
mation including the address 907 of decapsulator 321 from either subnetwork 
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404 or subnetwork 406. Decapsulator 321 may be similarly implemented by 
writing code for decapsulator 321 and executing the code in a processor at 
the decapsulator's address in subnetwork 406. 

FIG. 10 shows code 1001 for a presently-preferred embodiment of de- 
capsulator 321. In the computer system on which code 1001 is executed, 
a daemon (a process that is continually active) watches the destination ad- 
dresses of packets as they pass on an ethernet. The daemon has a list of 
destination addresses for which it reads packets and it also can associate 
with each address a program which specifies how a packet directed to that 
address is to be processed. When the daemon sees a packet with a destina- 
tion address which is on its list, it reads the packet, processes it as specified 
in the program, and sends it to the process corresponding to the destination. 
In the case of packets directed to the destination address at which the de- 
capsulator resides, the program associated with that address removes outer 
header 317 from the packet. 

The process executing Code 1001 provides the stripped packets it receives 
from the daemon to subnetwork 404. iNormally, when an entity sends a 
packet, it writes its address into the packet as the packet's source address; 
here, however, the source address cannot be written over, because it is the 
address of the source in subnetwork 404. At 1003, the code sets options that 
prevent the source address from being overwritten. The while loop at 1005 
simply reads the packets provided by the daemon on stdin and sends them 
unaltered to subnetwork 404. 

FIG. 5, finally, shows outer header 317 in a preferred environment. FIG. 
5 also shows the significance of the fields. In the description of the fields, 
the "user's packet" is a packet 306; the value of Protocol field 517 identifies 
the data structure as and outer header 317; the header checksum is used 
for error detection in the header; and the dialup address is the temporary 
address assigned to circuit 405 by on-line service provider 407. 

Conclusion 

The foregoing Detailed Description has disclosed to those skilled in the arts 
to which the invention pertains how one may use namespace tunneling to 
transfer packets across packet networks that have subnetworks with different 
namespaces and has further disclosed how namespace tunneling may be used 
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in the context of a system for providing interactive broadband service to 
residences to make it easier to use a public packet network as a return chan- 
nel. The Detailed Description has further disclosed the best mode presently 
known to the inventor of implementing his invention. However, as will be 

5 immediately apparent to those skilled in the arts to which the invention per- 

tains, the principles of the invention have many possible embodiments. For 
example, the preferred embodiment uses the IP tunneling protocol described 
by W. Simpson; however, any encapsulating protocol that permitted specifi- 
cation of source and destination addresses for the encapsulated packet in an 

10 outer header and provided that any other source and destination addresses 

in the encapsulated packet would be ignored would work also. There are fur- 
ther many ways of implementing encapsulators. and decapsulators; all that 
is necessary is that the encapsulator be able to add an outer header with 
the address of a decapsulator and the decapsulator be able to strip the outer 

15 header and provide the packet to the next address space. Moreover, there 

are many different ways of providing the address of the next decapsulator to 
the encapsulator. 

With regard to the use of namespace tunneling to make it easier to use 
a public packet network as a return channel in systems like those of Moura, 
20 it should be pointed out that tunneling can be used wherever the return 

channel and the forward channel have different namespaces. It is thus by 
no means limited to the system of Moura or even to interactive broad- band 
systems with asymmetrical return channels generally. 

All of the above being the case, the foregoing Detailed Description is 
25 to be understood as being in every respect illustrative and exemplary, but 

not restrictive, and the scope of the invention disclosed herein is not to be 
determined from the Detailed Description, but rather from the claims as in- 
terpreted according to the full breadth permitted by the law. 

What is claimed is: 
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Claims: 

1 1. A method employed in a packet network to transfer a packet via a path 

2 that involves subnetworks having different namespaces, 

3 the method comprising the steps of: 

4 when the packet enters a given one of the subnetworks and a current 

5 header of the packet does not specify a destination in the given one of the 

6 subnetworks, adding a new header to the packet and treating the new header as the 

7 current header, the new header specifying an exit destination where packets 

8 transferred via the path enter another one of the subnetworks; 

9 sending the packet to the destination specified in the current header; and 

10 if the packet arrives at the exit destination, removing the current header 

1 1 and providing the packet to the other subnetwork. 

1 2. The method set forth in claim 1 wherein: 

2 when the packet enters the given one of the subnetworks, the current 

3 header of the packet never specifies a destination in the given one of the 

4 subnetworks. * 

1 3. The method set forth in claim 2 wherein: 

2 the path is such that the namespace of the given one of the subnetworks 

3 is nested in the namespace of the other subnetwork. 



1 4. The method set forth in any of claims 1 through 3 further comprising 

2 the step of: 

3 determining the exit destination prior to entry of the packet into the 

4 given one of the subnetworks. 

1 5. The method set forth in any of claims 1 through 3 further comprising 

2 the steps of: 

3 determining the other subnetwork by means of routing information in 

4 the packet; and 

5 setting the exit destination as required for the other subnetwork that was 

6 so determined. 

1 6- A method, practiced in a first subnetwork of a network wherein there 

2 are subnetworks with different namespaces, of transferring a packet through the first 
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1 subnetwork to a first destination in a second subnetwork with a different namespace, 

2 the packet having a first header specifying the first destination and having been 

3 encapsulated on entry into the first subnetwork with a second header specifying a 

4 second destination in the first subnetwork, 

5 the method comprising the steps of: 

6 receiving the encapsulated packet at the second destination; 

7 removing the second header; and 

8 providing the packet to the second subnetwork. 

1 7. A method of commencing transfer of a packet through a first 

2 subnetwork of a network to a second subnetwork thereof which has a namespace 

3 which is different from the namespace of the first subnetwork. 

4 the method comprising the steps of : 

5 encapsulating the packet with a header specifying a destination in the 

6 first subnetwork at which the header will be removed and the packet provided to the 

7 second subnetwork; and 

8 providing the encapsulated packet to the first subnetwork. 



1 



8. The method set forth in claim 7 further comprising the step of: 



2 determining the destination in the header prior to receiving the packet. 

1 9. The method set forth in claim 7 further comprising the step of: 

2 determining the destination in the header on the basis of routing 

3 information in the packet. 

1 10. A data storage device characterized in that: 

2 - the data storage device contains code which when executed performs the 

3 method set forth in any of claims 6, 7, 8, or 9. 

! 11. An improved subnetwork of a packet network that has another 

2 subnetwork with a different namespace, the subnetwork having the improvement 

3 comprising: 

4 a first destination in the subnetwork which has access to the other 

5 subnetwork and which responds to a packet with a second destination that is in the 

6 other subnetwork and which was encapsulated upon entry into the subnetwork with a 

7 header containing the address of the first destination by removing the header from 
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I the packet and providing the packet to the other subnetwork. 

1 12, Apparatus employed in a first subnetwork of a network wherein there 

2 are subnetworks with different namespaces to transfer a packet through the first 

3 subnetwork to a first destination in a second subnetwork with a different namespace, 

4 the packet having a first header specifying the first destination and having been 

5 encapsulated on entry into the first subnetwork with a second header specifying a 

6 second destination in the first subnetwork, 

7 the apparatus comprising: 



8 means at the second destination for receiving the packet; 

9 means for removing the second header; and 

10 means for providing the packet to the second subnetwork. 

1 13. Apparatus for commencing transfer of a packet through a first 

2 subnetwork of a network to a second subnetwork thereof which has a namespace 

3 which is different from the namespace of the first subnetwork, 

4 the apparatus comprising: 

5 means for receiving the packet; 

6 means for encapsulating the packet with a header specifying a 

7 destination in the first subnetwork at which the header will be removed and the 

8 packet provided to the second subnetwork; and 

9 means for providing the encapsulated packet to the first subnetwork. 



1 14, A method of transferring a packet having first source and destination 

2 addresses in a first subnetwork of a packet network through a second subnetwork 

3 thereof that has a different namespace from that of the first subnetwork to the 

4 location specified by the first destination address, 

5 the method comprising the steps of: 

6 on entry of the packet into the second subnetwork, encapsulating the 

7 packet with a header which has a second source address in the second subnetwork 

8 and a second destination address indicating a point where the packet leaves the 

9 second network; 

10 sending the packet to the second destination address; and 

1 1 at the second destination address, removing the header and providing the 

12 packet to the first subnetwork. 
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1 IS. The method set forth in claim 14 further comprising the step of: 

2 determining the second destination address prior to arrival of the packet 

3 at the point where the packet enters the second network. 

1 16, A packet network comprising: 

2 a first subnetwork having a first name space; 

3 a second subnetwork having a second namespace; 

4 an encapsulator which has access to the second namespace for receiving 

5 a packet from the first subnetwork.which has a first destination in the first 

6 subnetwork and encapsulating the packet with a header specifying a second 

7 destination in the second subnetwork; and 

8 a decapsuiator at the second destination which has access to the first 

9 subnetwork/the decapsuiator operating to remove the header from the packet and 
10 provide the packet to the first subnetwork. 

1 17. The packet network set forth in claim 16 further comprising: 

2 means in the encapsulator for receiving a message specifying the second 

3 destination.. 

1 18. The packet network set forth in claim 17 wherein: 

2 the means for receiving the message receives the message in the 

3 alternative from the first network and the second network. 

1 19. An interactive system comprising: 

2 a high-bandwidth packet network which serves as a forward channel, the 

3 high-bandwidth packet network having a first namespace; 

4 a lower-bandwidth packet network which serves as a return channel, the 

5 lower-bandwidth packet network having a second namespace; 

6 interactive means having an address in the high-bandwidth packet 

7 network for receiving a first packet of data from the high-bandwidth packet network 

8 and providing a second packet in response thereto which has a first destination in the 

9 high-bandwidth network; 

10 an encapsulator which is coupled to the interactive means and has access 

11 to the lower-bandwidth packet network for encapsulating the second packet with a 

12 header specifying a second destination in the lower-bandwidth packet network and 

1 3 providing the packet to the lower-bandwidth packet network; and 
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1 at the second destination, a dccapsuiator which has access to the high- 

2 bandwidth packet network for removing the header from the second packet and 

3 providing the second packet to the high-bandwidth packet network. 

1 20. The interactive system of claim 19 wherein: 

2 the lower-bandwidth packet network includes means for temporarily 

3 assigning a temporary address in the lower-bandwidth packet network to a user 

4 thereof; and 

5 the encapsulator means further specifies the temporary address as a 

6 source in the header. 

1 21. The interactive system of claim 20 further comprising: 

2 a connection between the encapsulator means and the lower-bandwidth 

3 packet network including a first modem, a circuit in a public switched telephone 

4 system, and a modem in a public modem pool which provides access to the lower- 

5 bandwidth network; and 

6 wherein the means for temporarily assigning assigns one of the 

7 temporary addresses to the connection and provides the assigned temporary address 

8 to the encapsulator via the connection. 

1 22, The interactive system of claim 19 wherein: 

2 either the high-bandwidth packet network or the low-bandwidth packet 

3 network provides the second destination to the encapsulator. 

t 23. A packet network of the type which transfers packets having headers 

2 which specify source addresses and destination addresses in the packet network, 

3 the packet network being characterized by: 

4 a decapsulator at an address in the network, the decapsulator operating 

5 to remove the header from a packet having the address of the decapsulator and 

6 provide the packet to another packet network having a different namespace, and 

7 a source of the packet external to the packet network; 

8 and wherein 

9 the packet network provides a temporary address in the packet network 

10 to the source the of packet and receives therefrom the packet, the packet having a 

1 1 header which specifies the temporary address as a source address and the address of 

12 the decapsulator as a destination address and the packet network routes the packets 
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I from the source to the decapsulator. 



I 



24. The packet network of claim 23 further characterized by: 

2 a connection to the source of the packet which includes a modem in a 

3 public modem pool and a circuit in a public switched telephone system, the 

4 temporary address being assigned to the connection. 



1 25. The packet network set forth in either of claims 23 or 24 further 

2 characterized in thai: 

3 the packet network further provides the address of the decapsulator to 

4 the source of the packet. 



I 



26. An encapsulator for encapsulating packets received from a first 

2 packet network with a first namespace and providing the packets to a second packet 

3 network with a second namespace, 

4 The encapsulator comprising: 

5 means for storing a source address in the second namespace and a 

6 destination address in the second namespace, the destination address being that of a 

7 decapsulator, the decapsulator operating to remove a header from a packet having 

8 the address of the decapsulator and provide the packet to the first packet network; 
g means for adding a header containing the source address and the 

10 destination address to the packet; and 

1 i means for providing the packet with the header to the second packet 

12 network. 

1 27. The encapsulator set forth in claim 26 wherein: 

2 the mean for providing the packet with the header to the second packet 

3 network includes 

4 a modem capable of being coupled to a circuit in a public switched 

5 telephone network which is in turn coupled to a public modem pool belonging to the 

6 second packet network. 

1 28. The encapsulator set forth in claim 27 wherein: 

2 the second packet network temporarily associates an address in the 

3 second packet network with the circuit; and 
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the source address is the temporarily-associated address. 



1 29. the encapsulator set forth in any of claims 26 through 28 wherein: 

2 the encapsulator receives the destination address from either the first 

3 packet network or in the alternative, from the second packet network. 

1 30. A data storage device characterized in that: 

2 The data storage device contains code which, when executed on a 

3 processor, implements the apparatus set forth in any of claims 26, 27, or 28. 



1 31. Improved apparatus for receiving first packets from a high-bandwidth 

2 forward channel belonging to a first packet network and providing second packets to 

3 a return channel belonging to a second packet network accessible via a circuit in a 

4 public switched telephone network, the first and second packet networks having 

5 different namespaces, 

6 the apparatus including 



7 a first interface to the forward channel, 

8 a second interface to the return channel, 

9 a third interface to apparatus which receives the first packets and . 

10 provides the second packets, and 

1 1 control apparatus including a microprocessor and memory containing 



12 programs and data used by the microprocessor, the microprocessor operating under 

1 3 control of the programs and data to control the first, second, and third interfaces, 

14 and the improvement comprising: 

15 a first source address in the second packet network and a first destination 

16 address in the second packet network stored in the memory, the destination address 

17 being that of a decapsulator in the second packet network, the decapsulator operating 

18 to remove a header from a packet having the address of the decapsulator and provide 

19 the packet to the first packet network; and 

20 a first program stored in the memory means which, when executed by 

2 1 the microprocessor, causes an additional header containing the first source address 

22 and the first destination address to be added to a packet received from the third 

23 interface that is to be sent via the the second interface and the second packet network 

24 to a second destination address in the first packet network. 

1 32. The apparatus set forth in claim 3 1 further comprising: 
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1 a second program stored in the memory which is executed by the 

2 microprocessor in response to a packet received via either the first or second packet 

3 network that contains a message specifying an address of a decapsulator and which, 

4 when executed, stores the address of the decapsulator in the memory as the first 

5 destination address. 

1 33. The apparatus set forth in claim 3 1 or claim 32 further comprising: 

2 a third program which is executed by the microprocessor in response to 

3 establishment of the circuit in the switched public telephone network and which, 

4 when executed, receives an address associated with the circuit from the second 

5 packet network and stores that address in memory as the first source address. 



1 34. A method of encapsulating a packet which travels via a second 

2 packet network with a second namespace to a destination in a first packet network 

3 with a first namespace, 

4 the method comprising the steps of: 

5 receiving the packet in an encapsulator which has access to the second 

6 packet network; and 

7 adding a header to the packet which contains a source address and a 

8 destination address in the second namespace to the packet prior to providing the 

9 packet to the second namespace, the destination address being that of a decapsulator 

10 and the decapsulator operating to remove a header from a packet having the address 

11 of the decapsulator and provide the packet to the first packet network. 

1 35. The method set forth in claim 34 wherein: 

2 the encapsulator has a connection to the second network via a circuit in 

3 a public switched telephone network which is in turn coupled to a public modem 

4 pool belonging to the second packet network; 

5 the connection is temporarily associated with an address in the second 

6 packet network; and 

7 the source address is the address that is temporarily associated with the 

8 connection. 



36. the method set forth in claim 35 further comprising the step of: 
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1 receiving the address that is temporarily associated with the connection 

2 from the second packet network and storing the address in the encapsulator as the 

3 source address. 

1 37. the method set forth in any of claims 34 through 36 further 

2 comprising the step of: 

3 receiving the destination address in the alternative from the first packet 

4 network or the second packet network and storing the destination address in the 

5 encapsulator. 

1 38. A data storage device characterized in that: 

2 the data storage device contains code which when executed in the 

3 encapsulator performs the method set forth in any of claims 34, 35, or 36. 



1 39. A method used in a packet network of the type which transfers 

2 packets having headers which specify source addresses and destination addresses in 

3 the packet network to provide a packet to another packet network having different 

4 namespace, 

5 the method comprising the steps of: 

6 providing a temporary address in the packet network to a source of the 

7 packet which is external to the network; 

8 receiving the packet from the source, the received packet having a 

9 header with the temporary address as a source address and the address of a 

10 decapsulator as a destination address; 

1 1 routing the packet to the decapsulator and 

12 in the decapsulator, removing the header and providing the packet to the 

1 3 other packet network. 

1 40. The method set forth in claim 39 further comprising the step of: 

2 establishing a connection to the source of the packet which includes a 

3 modem in a public modem pool and a circuit in a public switched telephone system, 

4 the temporary address being assigned to the connection. 

1 41. The method set forth in either of claims 39 or 40 further comprising 

2 the step of: 
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1 providing the address of the decapsulator to the source of the packet. 

1 42, A method of encapsulating a packet received from a first packet 

2 network with a first namespace for transfer via a second packet network with a 

3 second namespace, 

4 The method comprising the steps of: 

5 receiving the packet from the first packet network; and 

6 adding a header containing a source address and a destination address in 

7 the second packet network to the packet, the destination address being that of a 

8 decapsulator which the decapsulator operates to remove a header from a packet 

9 having the address of the decapsulator and provide the packet to the first packet 
1 0 network. 

1 43. The method set forth in claim 42 further comprising the step of: 

2 providing the packet with the header to the second second packet 

3 network via a connection which includes a modem coupled to a circuit in a public 

4 switched telephone network which is in turn coupled to a public modem pool 

5 belonging to the second packet network. 

1 44. The method set forth in claim 43 wherein: 

2 the second packet network temporarily associates an address in the 

3 second packet network with the circuit; and 

a the source address is the temporarily-associated address. 



1 



45. The method set forth in any of claims 42 through 44 further 

2 comprising the step of: 

3 receiving the destination address from, in the alternative, the first packet 

4 network and the second packet network. 



1 

2 



1 

2 



46. A data storage device characterized in that: 

The data storage device contains code which, when executed on a 
processor, implements the method of any of claims 42, 43. or 44. 

47. A method of responding interactively to a first packet received from a 
high-bandwidth forward channel belonging to a first packet network by pn.vtd.ng a 
second packet to a return channel belonging to a second packet network access.ble 
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1 via a circuit in a public switched telephone network, the first and second packet 

2 networks having different namespaces and 

3 the method comprising the steps performed by a processor of: 

4 storing a first source address in the second packet network and a first 

5 destination address in the second packet network in memory accessible to the 

6 processor, the destination address being that of a decapsulator in the second packet 

7 network, the decapsulator operating to remove a header from a packet having the 

8 address of the decapsulator and provide the packet to the first packet network; 

9 receiving the first packet via a first interface and providing the first 

10 packet to an interactive device via a second interface; 

I [ receiving the second packet via the second interface, the second packet 

12 being sent by the interactive device in response to the first packet and having a first 

13 header with a source and destination in the first packet network; 

14 adding an additional header containing the first source address and the 

1 5 first destination address to the second packet; and 

16 providing the second packet to the second packet network via a second 

17 interface coupled to the circuit in the public switched telephone network. 

1 48. The method set forth in claim 47 further comprising the step of: 

2 responding to a packet received via either the first or second packet 

3 network that contains a message specifying an address of a decapsulator by storing 

4 the address of the decapsulator in the memory as the first destination address. 

1 49. The method set forth in claim 47 or claim 48 further comprising the 

2 step of: 

3 receiving an address associated with the circuit from the second packet 

4 network and storing that address in memory as the first source address. 



I 
2 
3 



50. A data storage device characterized in that: 
the data storage device contains code which when executed performs the 
method set forth in claim 47 or claim 48. 
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1 51. An interactive system comprising: 

2 a first packet network which serves as a first channel, the first packet 

3 network having a first namespace; 

4 a second packet network which serves as a second channel, the second 

5 packet network having a second namespace; 

6 interactive means having an address in one of the packet networks for 

7 receiving a first packet of data from the one packet network and providing a second 

8 packet in response thereto which has a first destination in the one network; 

9 an encapsulator which is coupled to the interactive means and has access 

10 to the other packet network for encapsulating the second packet with a header 

1 1 specifying a second destination in the other packet network and providing the packet 

12 to the other packet network; and 

13 at the second destination, a decapsulator which has access to the one 

14 packet network for removing the header from the second packet and providing the 

15 second packet to the one packet network. 

1 52. The interactive system set forth in claim 5 1 wherein: 

2 the second packet network includes means for temporarily assigning a 

3 temporary address in the second packet network to a user thereof; and 

4 the encapsulator means further specifies the temporary address as a 

5 source in the header. 

1 53. The interactive system set forth in claim 52 further comprising: 

2 a connection between the encapsulator means and the second packet 

3 network including a first modem, a circuit in a public switched telephone system, 

4 and a modem in a public modem pool which provides access to the second network; 

5 and 

6 wherein the means for temporarily assigning assigns one of the 

7 temporary addresses to the connection and provides the assigned temporary address 

8 to the encapsulator via the connection. 

1 54. The interactive system set forth in claim 5 1 wherein: 

2 either the first packet network or the second packet network provides the 

3 second destination to the encapsulator. 

1 55. The interactive system set forth in any of claims 5 1 through 54 

2 wherein: 



WO 98/06204 PCTYUS97/13943 



29 

3 the first channel and the second channel have substantially differing 

4 bandwidths. 

1 56. The interactive system set forth in claim 55 wherein: 

2 one of the channels is a forward channel; and 

3 another of the channels is a return channel. 

1 57. The interactive system set forth in any of claims 5 1 through 54 

2 wherein: 

3 one of the channels is a forward channel; and 

4 another of the channels is a return channel. 

1 58. Improved apparatus for receiving first packets from a first channel 

2 belonging to one packet network and providing second packets to a second channel 

3 belonging to another packet network, 

4 the apparatus including 

5 a first interface to the first channel, 

6 . a second interface to the second channel, 

7 a third interface to apparatus which receives the first packets and 

8 provides the second packets, and 

9 control apparatus including a microprocessor and memory containing 

10 programs and data used by the microprocessor, the microprocessor operating under 

1 1 control of the programs and data to control the first, second, and third interfaces, 

12 and the improvement comprising: 

1 3 a first source address in the other packet network and a first destination 

14 address in the other packet network stored in the memory, the destination address 

1 5 being that of a decapsulator in the other packet network, the decapsulator operating 

16 to remove a header from a packet having the address of the decapsulator and provide 

17 the packet to the one packet network; and 

18 a first program stored in the memory means which, when executed by 

19 the microprocessor, causes an additional header containing the first source address 

20 and the first destination address to be added to a packet received from the third 

21 interface that is to be sent via the the second interface and the other packet network 

22 to a second destination address in the one network. 



1 



59. The apparatus set forth in claim 58 further comprising: 
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2 a second program stored in the memory which is executed by the 

3 microprocessor in response to a packet received via either the one or the other 

4 packet network that contains a message specifying an address of a decapsulator and 

5 which, when executed, stores the address of the decapsulator in the memory as the 

6 first destination address. 

1 60. The apparatus set forth in claim 58 or claim 59 further comprising: 

2 a third program which is executed by the microprocessor in response to 

3 establishment of the circuit in the switched public telephone network and which, 

4 when executed, receives an address associated with the circuit from the other packet 

5 network and stores that address in memory as the first source address. 

1 61. The apparatus set forth in claim 58 or claim 59 wherein: 

2 the first channel and the second channel have substantially different 

3 bandwidths. 

1 62. The interactive system set forth in claim 61 wherein: 

2 one of the channels is a forward channel; and 

3 another of the channels is a return channel. 

1 63. The interactive system set forth in claim 58 or 59 wherein: 

2 one of the channels is a forward channel; and 

3 another of the channels is a return channel. 

1 64. A method of responding interactively to a first packet received from a 

2 first channel belonging to a first packet network by providing a second packet to a 

3 second channel belonging to a second packet network, the first and second packet 

4 networks having different namespaces and 

5 the method comprising the steps performed by a processor of: 

6 storing a first source address in one of the packet networks and a first 

7 destination address in the one second packet network in memory accessible to the 

8 processor, the destination address being that of a decapsulator in the one packet 

9 network, the decapsulator operating to remove a header from a packet having the 

10 address of the decapsulator and provide the packet to the other packet network; 

1 1 receiving the first packet via a first interface and providing the first 

12 packet to an interactive device via a second interface; 
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13 receiving the second packet via the second interface, the second packet 

14 being sent by the interactive device in response to the first packet and having a first 

15 header with a source and destination in the other packet network; 

16 adding an additional header containing the first source address and the 

1 7 first destination address to the second packet; and 

1 8 providing the second packet to the one packet network. 

1 65. The method set forth in claim 64 further comprising the step of: 

2 responding to a packet received via either the first or second packet 

3 network that contains a message specifying an address of a decapsulator by storing 

4 the address of the decapsulator in the memory as the first destination address. 

1 66. The method set forth in claim 64 or claim 65 further comprising the 

2 step of: 

3 receiving an address associated with the circuit from the second packet 

4 network and storing that address in memory as the first source address. 

1 .67. The method set forth in claim 64 or claim 65 wherein: 

2 the first channel and the second channel have substantially different 

3 bandwidths. 

1 68. The method set forth in claim 67 wherein: 

2 one of the channels is a forward channel; and 

3 another of the channels is a return channel. 

1 69. The method set forth in claim 64 or claim 65 wherein: 

2 one of the channels is a forward channel; and 

3 another of the channels is a return channel. 

1 70. The method set forth in claim 64 or claim 65 wherein: 

2 at least one of the packet networks is accessible via a circuit in a public 

3 switched telephone network. 

1 71. A data storage device characterized in that: 

2 the data storage device contains code which when executed performs the 

3 method set forth in claim 64 or claim 65. 
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